
 

CUSTOMER PORTAL TERMS OF USE 

Last Modified: June 9th, 2025 

1. ACCEPTANCE OF THE TERMS OF USE 

These terms of use are entered into by and between you and Alkemist Labs (“Alkemist,” “we,” or “us”). The following 
terms and conditions (“Terms of Use”) govern your access to and use of the Alkemist Customer Portal, including any 
content, functionality, and services offered on or accessed through the Alkemist Customer Portal (collectively, the “Portal”). 

Please read the Terms of Use carefully before you access or use the Portal. By accessing or using the Portal, you accept and 
agree to be bound and abide by these Terms of Use. If you do not agree to these terms, please do not access the Portal. 

2. ACCESSING THE PORTAL  

To access the Portal, you will receive an invitation letter from Alkemist that contains access and related information. A 
condition of your use of the Portal is that all such information you provide is correct, current, and complete at all times. The 
account is for your company’s use only and the use and access of the Portal will be limited to employees whose work 
functions require such access and use. You are responsible for maintaining the confidentiality of the account information 
and are fully responsible for all activities that occur under your account. You agree to immediately notify Alkemist of any 
unauthorized use of the account or any other breach of security of which you are or become aware of. 

You are responsible for providing the necessary technical capabilities to access (including all necessary equipment) to the 
Portal and conforming to the requirements of access. 
 
3. ORDERS 

You agree to provide current, complete, and accurate information for all orders placed with the Portal. The placement and 
processing orders and the delivery of test results are subject to the Service Agreement between Alkemist and you (“Service 
Agreement”). We reserve the right to refuse any order placed through the Portal in our discretion. 
 
4. INTELLECTUAL PROPERTY RIGHTS 

The Portal and its features and functions are licensed by Alkemist and are protected by United States and international 
copyright, trademark, patent, trade secret, and other intellectual property or proprietary rights laws.  The ownership of the 
Content (defined below) contained or stored within the Portal is subject to the ownership rights defined in the Service 
Agreement and the Confidential Disclosure Agreement.   

Alkemist grants to you a non-transferable and non-exclusive right to access and use the Portal, subject to these Terms of 
Use. You shall not (and shall not allow any third party to) copy, modify, create a derivative work from, reverse engineer, 
reverse assemble or otherwise attempt to discover any source code, sell, assign, sublicense, grant a security interest in or 
otherwise transfer any right in the Portal. You agree not to modify or attempt to modify the Portal in any manner or form, 
or to use modified versions of the Portal, including (without limitation) for the purpose of obtaining unauthorized access to 
the Portal. 

Any unauthorized reproduction, publication, further distribution or public exhibition of the materials provided on the Portal, 
in whole or in part, is strictly prohibited. No right, title, or interest in or to the Portal is transferred to you. Any use of the 
Portal not expressly permitted by these Terms of Use is a breach of these Terms of Use and may violate copyright, trademark, 
and other laws.  
 
5. CONTENT 

“Content” means any and all information, orders, test results, billing information and other data, code, video, images, text, 
documents or other materials of any type that is uploaded, transmitted, submitted or otherwise made available to or through 
the Portal.  

You are entirely responsible for all Content that you upload, transmit, submit or otherwise make available via the Portal. 
The ownership of the Content uploaded, stored, or otherwise made available through the Portal is subject to the ownership 
rights defined in the Service Agreement. Notwithstanding, you grant to Alkemist a worldwide, royalty-free and non-
exclusive, and sublicensable right and license to access, use, and otherwise exploit your Content as necessary to provide the 
Portal to you. 



 

 
6. CONFIDENTIALITY; SECURITY 

Alkemist will keep your account information and Content in confidence, however, you acknowledge, consent, and agree 
that Alkemist may access, preserve and disclose your account information and Content if required to do so to provide you 
the Portal or by any applicable law or in a good faith belief that such access, preservation, or disclosure is reasonably 
necessary to: (a) comply with any applicable legal process; (b) enforce these Terms of Use; (c) respond to claims that any 
Content violates the rights of third parties; (d) respond to your requests for technical support; or (e) protect the rights, 
property or personal safety of Alkemist, its users and the public. The parties acknowledge that they have executed a 
Confidential Disclosure Agreement and that the Confidential Disclosure Agreement remains in effect and controls the use, 
possession, ownership and disclosure of the Confidential Information, as defined in the Confidential Disclosure Agreement.  

Alkemist employs appropriate technical and organizational measures to protect and maintain the security and confidentiality 
of your Content. The security and confidentiality measures conform to the data protection and storage requirements of ISO 
17025 Accreditation. Further, the licensor of the Portal has as of the date of this agreement SOC 2 Type II Audit Report with 
No Exceptions certification. Notwithstanding, Alkemist cannot and does not guarantee the complete confidentiality or 
security of your Content that you transmit or upload to the Portal. Alkemist will promptly notify you in the event that it 
discovers any unauthorized access to or disclosure of your Content. 
 
7. STORAGE; BACKUP 

We will maintain certain (i) Content on the Portal for the purpose of providing and managing the performance of the Portal, 
and (ii) Content, data and materials relating to your access to and use of the Portal – including, but not limited to, test reports, 
invoices and other services- and billing- related documents. Although we perform regular, routine backups of Content and 
associated data and materials, YOU ARE SOLELY RESPONSIBLE FOR SAVING, DOWNLOADING, AND BACKING 
UP ALL CONTENT THAT YOU TRANSMIT TO, UPLOAD TO, OR OTHERWISE ACCESS VIA THE PORTAL. You 
agree that Alkemist and its service providers, including, but not limited to, third-party cloud hosting providers, have no 
responsibility or liability for the deletion or failure to store any Content maintained or transmitted by the Portal. Alkemist 
cannot guarantee continuous or uninterrupted access to the Portal.  
 
8. COMMUNICATIONS/NOTIFICATIONS FROM ALKEMIST 

You also understand and agree that Alkemist may provide you with certain notifications regarding the Portal, including, but 
limited to, the availability of certain Content. You acknowledge and agree that Alkemist does not guarantee the accuracy, 
receipt, or timeliness of any notifications. You are required to monitor your account for any updates, issues, or other matters 
and to ensure technical functionality to receive all such notifications. 

 
9. RESTRICTIONS ON USE 

You may access and use the Portal only for lawful purposes and solely in accordance with these Terms of Use. You agree to 
not use the Portal to:  

• in any way that violates any applicable law or regulation;  
• impersonate any person or entity, falsely state or otherwise misrepresent your affiliation with a person or entity, or 

disguise or conceal the origin of any Content; 
• upload, transmit, submit or otherwise make available any Content or other material that: 

o you do not have a right to make available; 
o infringes any rights of any other party, including, without limitation, intellectual property or other 

proprietary rights; or 
• engage in any conduct that restricts or inhibits anyone’s use or enjoyment of the Portal, or which, as determined by 

us, may harm Alkemist or its other users. 

Further you agree to not: 

• use any robot, spider, or other automatic device, process, or means to access the Portal for any purpose, including 
monitoring or copying any of the material on the Portal; 

• attempt to gain unauthorized access to, interfere with, damage, or disrupt any parts of the Portal, the server on which 
the Portal is stored/hosted, or any server, computer, or database connected to the Portal;  



 

• reproduce, duplicate, copy, sell, trade, resell or exploit for any commercial purposes, any portion of the Portal, use 
of the Portal, or access to the Portal unless you otherwise have an agreement with us which specifically grants you 
such right(s); or 

• access the Portal if you are a direct competitor of Alkemist. 
 
10. INDEMNITY 

To the fullest extent permitted by applicable law, you agree to defend, indemnify, and hold Alkemist and its affiliates, 
officers, directors, stockholders, agents, attorneys, employees, partners, licensors and other representatives (the “Alkemist 
Parties”) harmless from and against any loss, damage, liability, claim, or demand, including reasonable attorneys’ fees and 
expenses, (i) made by any third party due to or arising out of your Content, your use of the Portal (including any use through 
your account), or (ii) arising from any breach by you of the Terms of Use. Nothing herein shall revise or limit the 
indemnification provisions of the Service Agreement.  
 
11. TERM AND TERMINATION 

These Terms of Use shall come into effect when you first access the Portal and shall remain in full force and effect while 
you use the Portal. Your access will terminate upon the termination of the Service Agreement. Any breach by you of the 
Terms of Use may result in suspension or termination of your access to the Portal following written notification. Alkemist 
reserves the right, in its reasonable discretion, to deny access to and use of the Portal upon written notice, which notice 
would provide the basis for the denial of access. 

12. DISCLAIMER OF WARRANTIES 

YOU EXPRESSLY UNDERSTAND AND AGREE THAT, EXCEPT AS SPECIFICALLY SET FORTH HEREIN, TO THE 
FULLEST EXTENT PERMISSIBLE BY APPLICABLE LAW:  

YOUR USE OF THE PORTAL IS AT YOUR SOLE RISK,  

THE PORTAL IS PROVIDED ON AN ‘AS IS’ AND ‘AS AVAILABLE’ BASIS, AND  

ALKEMIST AND ITS LICENSOR EXPRESSLY DISCLAIM ALL WARRANTIES OF ANY KIND, WHETHER 
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO (a) ANY WARRANTIES OF MERCHANTABILITY, 
FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT, (b) THAT THE PORTAL WILL MEET YOUR 
REQUIREMENTS; (c) THAT ACCESS TO THE PORTAL WILL BE UNINTERRUPTED OR TIMELY;  (d) THAT THE 
PORTAL WILL BE SECURE OR ERROR-FREE; OR (d) THAT PROGRAMMING OR SOFTWARE-RELATED 
ERRORS OR DEFECTS, IF ANY, WILL BE CORRECTED. 

YOU UNDERSTAND AND AGREE THAT YOU ARE SOLELY RESPONSIBLE FOR IMPLEMENTING SUFFICIENT 
PROCEDURES AND CHECKPOINTS TO SATISFY YOUR PARTICULAR REQUIREMENTS FOR PROTECTION OF 
THE CONTENT AND FOR MAINTAINING A MEANS EXTERNAL TO THE PORTAL FOR THE BACK-UP AND/OR 
THE RECONSTRUCTION OF ANY LOST CONTENT OR DATA. 

ALKEIMST DOES NOT GUARANTEE THE SECURITY OF THE PORTAL OR THE PREVENTION FROM LOSS, 
ALTERATION OF, OR IMPROPER ACCESS TO THE CONTENT.  

 
13. LIMITATION OF LIABILITY 

TO THE FULLEST EXTENT PERMITTED BY APPLICABLE LAW, THE ALKEMIST PARTIES SHALL NOT BE 
LIABLE TO YOU FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL OR EXEMPLARY 
DAMAGES, INCLUDING, BUT NOT LIMITED TO, DAMAGES FOR LOSS OF PROFITS, GOODWILL, USE, DATA 
OR OTHER INTANGIBLE LOSSES (EVEN IF THE ALKEMIST PARTIES HAVE BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES) RESULTING FROM ANY MATTER RELATING TO OR ARISING FROM THE 
PORTAL OR YOUR ACCESS TO OR USE  OF THE PORTAL.  

NOTWITHSTANDING ANYTHING TO THE CONTRARY, TO THE FULLEST EXTENT PERMITTED BY 
APPLICABLE LAW, ALKEMIST’S MAXIMUM AGGREGATE LIABILITY TO YOU FOR ANY CAUSES OF ACTION 
WHATSOEVER, AND REGARDLESS OF THE FORM OF ACTION, WILL AT ALL TIMES BE LIMITED TO THE 
DIRECT DAMAGES INCURRED UP TO THE AMOUNT OF SERVICE FEES PAID DURING THE MONTH THE 
LOSS, DAMAGES OR BREACH OCCURRED, BUT NOT TO EXCEED TEN THOUSAND DOLLARS. 
 



 

14. TRADEMARKS 

The Alkemist Labs name, the Alkemist Labs logo, and all related trade names, logos, product and service names, designs, 
and slogans are trademarks of Alkemist. You must not use such marks without the prior written permission of Alkemist. 

 

15. MODIFICATIONS TO PORTAL 

Alkemist reserves the right at any time and from time to time to modify or discontinue, temporarily or permanently, the 
Portal (or any part thereof) upon written notice. You agree that Alkemist shall not be liable to you or to any third party for 
any modification, suspension or discontinuance of the Portal. 
 
16. CHANGES TO THE TERMS OF USE 

We may revise and update these Terms of Use from time to time in our sole discretion. All changes are effective immediately 
when we post them to this page and apply to all access to and use of the Portal thereafter. Your continued use of the Portal 
following the posting or other notice of revised Terms of Use means that you accept and agree to the changes. 

 
17. GENERAL INFORMATION 

• Entire Agreement: These Terms of Use constitute the entire agreement between you and Alkemist related to your 
use of the Portal, subject to the terms and conditions of the Service Agreement and the Confidential Disclosure 
Agreement. 

• Choice of Law and Forum: These Terms of Use shall be governed by the laws of the State of California without 
regard to its conflict of law provisions, and you and Alkemist agree to submit to the personal and exclusive 
jurisdiction of the courts located within the Orange County, State of California for disputes arising from these Terms 
of Use or your access to or use of the Portal. 

• Waiver and Severability of Terms: The failure of Alkemist to exercise or enforce any right or provision of these 
Terms of Use shall not constitute a waiver of such right or provision. If any provision of these Terms of Use is found 
by a court of competent jurisdiction to be invalid, illegal, or unenforceable for any reason, such provision shall be 
eliminated or limited to the minimum extent such that the remaining provisions of the Terms of Use will continue 
in full force and effect. 


